
 

 

Privacy Notice 

This Privacy Notice explains how we collect, use, store and share your Personal Data, and your rights in relation 

to the employee Personal Data we hold. We are committed to collecting, using, storing, and sharing Personal 

Data only within the limits permitted by this notice. If any additional collections, uses, storage, or disclosures of 

Personal Data are envisaged, we will communicate those changes to you.  

Summary 

Westpac Banking Corporation collects personal data about our staff and job applicants, including our current and 

potential employees, contractors, and consultants. This includes (but is not limited to) your name and contact 

details, biographical information, work history and qualifications, health information, your emergency contacts, 

payment, superannuation and taxation information, information about potential conflicts of interest, information 

required for background checks including criminal history, and information required to manage complaints.  

We collect this information so we can assess whether job applicants are qualified to work with us, to support and 

manage our relationships with our staff, and comply with our legal requirements. If you do not provide us with 

your personal information, you may not be able to work with us. For more information, please read our full 

Privacy Policy.  

We use third party service providers to help us handle your personal data. These service providers may be 

located in different countries than you. When we do this, we take steps to ensure that our service providers 

handle your personal data responsibly and securely. You can read more about how we handle your personal 

information, including our arrangements with third party service providers, how to contact us, access or correct 

your personal information, exercise other personal data rights, or make a complaint in our [Privacy Policy or EU 

Data Protection Policy].  

Definitions 

Employee 'Personal Data' means any information relating to an identified or identifiable employee, contractor 

consultant, or job applicant. 

'GDPR' means the General Data Protection Regulation EU 2016/679 of the European Parliament and of the 

Council of 27 April 2016 on the protection of natural persons with regard to the processing of Personal Data 

and on the free movement of such data.  

Who are we? 

In this Policy, “we”, “us” and “our” means Westpac Banking Corporation (ABN 33 007 457 141), Westpac New 

Zealand Limited and Westpac Europe Limited. For the purposes of the GDPR, each of these are data 

controllers (companies who determine the ways in which your Personal Data is processed and why) and are 

jointly responsible for this Policy. More information on how to contact these entities and the Data Protection 

Officer (as applicable) is contained in section 10. 

1. Why is your Personal Data being collected? 

While you are employed by us, contracting or consulting with us and / or apply for a role with us we will collect 

information about you or your Associates (including your family members and emergency contacts) relating to 

your actual or potential working relationship with Westpac, or as required under applicable employment, 

superannuation and taxation laws. We may collect Personal Data from you or from third parties, including from 

service providers who assist us with recruitment, on-boarding, and coaching (including recruitment agencies), 

and any referees that you provide. If you choose not to provide your Personal Data to us, we may not be able 

to engage you as an employee, contractor, or consultant. For more specific information regarding what 

Personal Data we collect, where we collect Personal Data from and the purposes for which we collect it, please 

see sections 5 to 9 of this notice. 

https://www.westpac.com.au/privacy/privacy-policy/
https://www.westpac.com.au/privacy/privacy-policy/
https://www.westpac.com.au/privacy/eu-data-protection-policy/
https://www.westpac.com.au/privacy/eu-data-protection-policy/


 

 

‘Associates’ include your spouse or partner, your dependent children, your close personal friends, any trustee 

of a trust under which you or your family members are or may be beneficiaries, or other individuals involved 

with accounts, companies, funds or other entities where their personal relationship with you and their 

involvement with us (for example, as a client, vendor or member of staff) or their involvement with those other 

accounts or entities, could create an actual or perceived conflict of interest with your role at Westpac. 

Where you provide Personal Data about Associates, you must first tell those individuals that you have supplied 

their information to us and make them aware of the contents of this Privacy Notice. 

2. Who do we share your Personal Data with?  

Due to the global nature of our operations, we may disclose and transfer Personal Data to appropriately 

authorised individuals within, and other related entities of Westpac Banking Corporation (the Westpac Group).  

We may also share your Personal Data with third parties. We may share Personal Data with a variety of 

recipients who need to know the information for the purposes set out in sections 5 to 8 of this notice, including:  

• other employees, agents and contractors and third party suppliers where there is a legitimate reason for 

their receiving the information, including third parties where we have engaged them to process data on 

our behalf as part of administering services for or on behalf of Westpac (for example for recruitment, on-

boarding, recruitment, coaching, and payroll services and other services, but also when Westpac uses 

cloud services providers, software providers and other service providers the provision of staff benefits 

including health benefits, and the provision of other services; 

• internal and external auditors; and 

• when the bank is legally required to do so (by a court, government body, law enforcement agency or other 

authority of competent jurisdiction), for example by HM Revenue and Customs, the FCA or the PRA. 

We may also share your sensitive Personal Data but only with third parties that we have engaged to handle data 

on our behalf who need to know the information and only as set out in section 9 below.   

Offshore Disclosures  

Disclosure and transfer may include transferring the Personal Data to locations (including to countries other than 

where you are based and outside of Australia and the European Economic Area (“EEA”)) that have not been 

determined by the European Commission or similar authorities to have a similar data protection regime as may 

be found in the country where you are based. We may disclose personal information to companies within the 

Westpac Group and to third parties including cloud service providers, software providers, accountants and other 

service providers that are located in other countries (as specified in our Privacy Policy). When we disclose 

personal information to these third parties, we do so on the basis of adequate safeguards being put in place to 

protect your personal data.  

For personnel and applicants based in the EEA, these safeguards are:  

• where the transfer is subject to one or more of the "appropriate safeguards" for international transfers 

prescribed by applicable law (for example, standard contractual clauses adopted by the European 

Commission). In particular, we have such 'model clauses' in place between Westpac Banking Corporation 

in the UK and Westpac Banking Corporation in Australia; 

• a European Commission decision provides that the country or territory to which the transfer is made 

ensures an adequate level of protection. In particular, data transfers from us to Westpac Banking 

Corporation in New Zealand (registration number NZBN 9429040974897) are covered by the European 

Commission's adequacy finding on the Privacy Act 1993, in force in New Zealand; or 

https://www.westpac.com.au/privacy/privacy-policy/


 

 

• there exists another situation where the transfer is permitted or obliged under applicable law (for example, 

where we have your explicit consent). 

3. How do we secure your Personal Data? 

We use a range of physical, electronic and other security measures to protect the security, confidentiality and 

integrity of the Personal Data we hold. For example:  

• access to our information systems is controlled through identity and access management controls;  

• employees and our contracted service providers are bound by internal information security policies and 

are required to keep information secure; 

• all employees are required to complete training about information security; and  

• we regularly monitor and review our compliance with internal policies and industry best practice. 

4. How long do we keep your Personal Data? 

We will only keep your data for so long as is necessary for the purposes for which it was collected, in order for us 

to fulfil our statutory obligations and / or where we have a legitimate interest to do so. For applicants, employees, 

contractors, consultant, and Associates, subject to the exceptions below and any other notices that we may 

provide to you, we will retain your data in line with our Group Records Management Policy. If we no longer need 

to use your personal data for the purposes set out in this Privacy Notice, we will take reasonable steps to destroy 

or de-identify it. 

5. What type of Personal Data do we collect and hold relating to you? 

We will collect the following types of Personal Data about you (and your 'Associates', including your family 

members and emergency contacts, where relevant): 

Contact and communications information, including:  

• your contact details (including email address, telephone number and postal address);  

• contact details (through various means, as above) for your 'Associates', including your family members 

and emergency contacts; or 

• records of communications and interactions we have had with you. 

Biographical, educational, and social information, including:  

• your name, title, gender, nationality, and date of birth;  

• your image and likeness, including as captured in photographs taken for business purposes;  

• details of your education and references from your institutions of study; 

• lifestyle information and social circumstances, for example ‘life events’ such as marriage, divorce, 

bereavement, or adoption or birth of children; or  

• your interests and extra-curricular activities. 

 

 



 

 

Financial information, including:  

• your bank account number, name, and sort code (used for paying your salary and processing other 

payments);  

• your tax identifier and status (including residence status);  

• Gift Aid declaration information, where relevant (for example, where we help you to administer donations 

to charity from your pre-taxed earnings);  

• information contained in forms required for tax purposes, including P45 and P46 forms; or 

• additional credit checks, where required. 

Work related information, including: 

• details of your work history;  

• your Personal Data captured in the work product(s) you create while employed by the bank;  

• details of your professional activities and interests, including directorships and/or any industry reported 

publications and other news media;  

• your involvement with and membership of industry bodies and professional associations; or 

• information about your employment and professional life after leaving Westpac, where relevant (for 

example, where you have asked us to keep in touch with you). 

Other information relevant to your employment or work with the Bank, and where relevant your Associates 

including:  

• details of shareholdings;  

• personal trading information and use of broker accounts; or 

• business interests, directorships, and relationships.  

6. What type of Sensitive Personal Data do we collect and hold relating to you? 

We may also collect special categories of Personal Data about you ("sensitive Personal Data"), with your 

express consent (or with your implied consent, if you are in Australia) and only where necessary in connection 

with your employment to work for the Bank including: 

• information concerning your health and medical conditions, including as provided by you via our 

CareXpress portal; 

• information about certain criminal convictions and offences; 

• information revealing your racial or ethnic origin, or religious or philosophical beliefs; 

• information concerning sex life or sexual orientation; 

• details of trade union membership; and 

• biometric data. 



 

 

In limited circumstances, we may collect sensitive Personal Data about you without first obtaining your consent, 

including where another person has a legitimate concern about your physical or mental health or wellbeing. We 

will only do this where: 

• it is necessary for us to comply with our legal obligations (including under workplace health and safety 

laws or as part of our duty of care to our employees);  

• required to protect our or your legitimate interests; or 

• doing so is necessary to protect your vital interests; or  

• we are otherwise lawfully permitted to collect your sensitive Personal Data without your consent 

(including, for those residing in the EEA, in accordance with Articles 6 and 9 of the GDPR). 

 

7. Legal basis for using your Personal Data  

For those in the EEA, under the GDPR, we are only permitted to use your Personal Data if we have a legal basis 

for doing so. We use the Personal Data listed in section 5 of this notice on the basis that: 

• it is necessary in order to enter into a contract with you; 

• it is necessary to comply with a legal or regulatory obligation; and / or 

• it is necessary for our legitimate interests (or those of a third party) and your interests and fundamental 

rights do not override those interests.  

In more limited circumstances, we may also rely on the following legal bases: 

• we need to protect your interests (or someone else's interests); and / or 

• it is needed in the public interest. 

Schedule 1 of this notice provides more detail about the categories of Personal Data that we use in relation to 

your actual or potential working relationship with us, the legal basis that we rely on in each case and your rights 

in this regard. 

8. Why is your Personal Data being collected? 

The purposes for which we will use the Personal Data (including sensitive Personal Data, where applicable) that 

we collect in connection with your employment with us include: 

For the performance of the contract of employment between you and us, including:  

• to pay you and to administer benefits (including pensions) in connection with your employment with us;  

• to assess reward and recognition;  

• monitoring your performance in your work, including in performance appraisals;  

• for other HR related administrative purposes, for example to update you about changes to your terms and 

conditions of employment, where relevant, or changes to your pensions arrangements, etc. making travel 

arrangements, and making relocation arrangements for assignees via the bank's Global Mobility 

departments, where required;  



 

 

• contacting you or your 'Associates' (including your family members and emergency contacts) for business 

continuity purposes, to confirm your absence from work, etc.; or  

• disciplinary purposes, where required. 

For the bank’s risk management, and legal and regulatory compliance purposes, including:  

• for the purpose of management information reporting, including in order to analyse the time and cost 

impacts of staff absences, monitor attrition levels and track individuals' reasons for leaving Westpac;  

• monitoring of telephone calls made on recorded telephone lines, emails and business electronic 

messaging in accordance with the bank's IT policies and for compliance with our regulatory obligations 

(and including monitoring of staff personal trading activity for regulatory and risk management purposes 

via the bank's Group Control Room and Compliance department);  

• carrying out due diligence checks on you, including by checking references in relation to your education 

and your employment history, and carrying out Disclosure and Barring Service checks;  

• to report on and address health and safety issues;  

• for security purposes, including by operating security cameras in various locations at the bank's premises; 

for preventing and detecting crime, and to investigate complaints and grievances;  

• internal record-keeping, including the management of any staff feedback or complaints;  

• external and internal audit purposes; or 

• for tax reporting purposes, including transferring certain of your Personal Data to tax authorities to ensure 

that you have paid appropriate amounts of tax, and in respect of any Gift Aid claims, where relevant. 

For the continuous improvement and promotion of the bank, including:  

• to identify and provide for learning and development needs;  

• to conduct staff surveys including engagement and culture;  

• to provide services from our HR Service Centre, answering staff queries e.g. technical issues;  

• promoting our services to clients and others, including by publishing the work product(s) you create while 

employed by the bank, and by publishing your image and likeness in connection with your employment 

with us; or 

• planning events, including in connection with organising social engagements for staff and clients. 

9. Why is your Sensitive Personal Data being collected? 

We may use sensitive Personal Data with your express consent, in particular for the purposes of: 

• recording your physical or mental health or medical conditions in order to make reasonable adjustments to 

your actual or potential working conditions or environment, for example by catering for your dietary needs, 

to arrange for the provision of occupational health services, to monitor and record sick leave and to take 

decisions as to your fitness for work; 

• carrying out Disclosure and Barring Service checks (and potentially thereby obtaining information about 

criminal convictions or offences) and for other due diligence purposes, compliance with our legal and 

regulatory obligations or for the purposes of employment law; 



 

 

• recording information revealing your racial or ethnic origin, religious or philosophical views or sexual 

orientation, in order to monitor the bank's compliance with equal opportunities legislation (where you have 

volunteered this information); 

• investigating complaints made by you or others, for example concerning alleged discrimination or 

misconduct; or 

• processing details of trade union membership (where you have volunteered this information, for example, 

where you ask us to pay your trade union membership fees from your pre-taxed earnings). 

Where we rely on your consent to use your sensitive Personal Data, you can withdraw consent to use this data at 

any time.  

In limited circumstances, we may use sensitive Personal Data about you without first obtaining your consent, 

including where another person has a legitimate concern about your physical or mental health or wellbeing. We 

will only do this where: 

• it is necessary for us to comply with our legal obligations (including under workplace health and safety 

laws or as part of our duty of care to our employees);  

• doing so is necessary to protect your vital interests; or  

• we are otherwise lawfully permitted to use your sensitive Personal Data without your consent (including, 

for those residing in the EEA, in accordance with Articles 6 and 9 of the GDPR). 

10. What are your rights? 

Subject to certain exceptions under applicable data privacy laws you may access, modify, or correct most 

Personal Data about you through the Employee Portal, People HQ.  

You can request access to the Personal Data we hold about you. You can also ask for corrections to be made. 

To do so, please contact us. There is no fee for requesting that your Personal Data is corrected or for us to make 

corrections. In some limited circumstances, there may be a reasonable charge for giving you access to your 

Personal Data. This charge covers such things as locating the data and supplying it to you. Under certain privacy 

laws your right to receive access to your Personal Data, or make corrections to it, is not absolute and exceptions 

exist. For example, we are not required to give you access to your Personal Data where giving access would 

have an unreasonable impact on other people’s privacy or where we reasonably conclude your request is 

frivolous or vexatious.  

If we refuse to give you access to or to correct your Personal Data, we will give you a notice explaining our 

reasons except where it would be unreasonable to do so. If we refuse your request to correct your Personal Data, 

you also have the right to request that a statement be associated with your Personal Data noting that you 

disagree with its accuracy. If we refuse your request to access or correct your Personal Data, we will also provide 

you with information on how you can complain about the refusal. 

Further information, see our Privacy Policy and our EU Data Protection Policy. 

For those residing in the EEA, you have a number of additional rights as follows: 

• the right to be informed about how your Personal Data is used; 

• the right to have Personal Data erased in certain circumstances; 

• the right to restrict processing of Personal Data in certain circumstances; 

• the right to data portability; 

https://www.westpac.com.au/privacy/privacy-policy/
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• the right to object to processing of personal data in certain circumstances, including where Personal Data 

is used for marketing purposes; and  

• the right to not be subject to automated decisions where the decision produces a legal effect or a similarly 

significant effect. 

Schedule 1 provides more detail about the information that we use, the legal basis that we rely on in each case 

and your rights. Further information on exercising your personal rights is contained in our EU Data Protection 

Policy. You can also find out more about your rights under the GDPR (and other data protection legislation) from 

the Information Commissioner's Office website available at: www.ico.org.uk. 

If you need help exercising your rights, or you have questions or concerns about how we process your Personal 

Data, please contact your HR Service Centre. Please note that certain Personal Data may be exempt from such 

access, modification, correction, objection or erasure rights pursuant to applicable data privacy laws. 

If you are not satisfied with how we are processing your Personal Data, or you would like to make a complaint 

you can contact: 

• HR Service Centre or by emailing HRServiceCentre@westpac.com.au 

• in Australia, our Group Privacy Office by writing to us at GPO Box 5265, Sydney NSW 2001 or calling 132 

032; or  

• in the EU, our Data Protection Officer by emailing PrivacyEurope@Westpac.com.au by telephone on + 44 

(0) 20 7621 7000 or by writing to Westpac Banking Corporation, Camomile Court, 23 Camomile Street, 

London EC3A 7LL. 

For more information on how we handle Personal Data more generally, or how you can make a complaint, please 

refer to our Privacy Policy and our EU Data Protection Policy. 

If any complaint cannot be resolved internally, a complainant can raise the matter with a data protection authority 

in a relevant jurisdiction or seek redress through the local courts.  

http://www.ico.org.uk/
mailto:HRServiceCentre@westpac.com.au
mailto:PrivacyEurope@Westpac.com.au
https://www.westpac.com.au/privacy/privacy-policy/
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Schedule 1 – Purpose and legal basis for collecting and using your Personal Data for those residing in the EEA  

 

Purpose Legal basis Which rights apply?* 

For the performance of the employment contract 

between you and us 

 

Contractual necessity. We require such information to give effect to employment 

contracts with employees, contractors and consultants such that we are able to (for 

example) process payments, administer benefits and other HR related administrative 

activities, as well as contacting your 'Associates' for business continuity purposes. 

Generally applicable rights  

To monitor compliance with our policies Contractual necessity and legitimate interests. It is in our interests to ensure our 

employees, contractors and consultants comply with our policies to ensure that our 

business can function effectively (non-compliance can result in termination of 

employment, ultimately affecting our day to day operations). 

Generally applicable rights plus the 

right to object 

Fraud and crime prevention Public interest and legitimate interest. It is in our interests as well as the interests of 

our employees, contractors, and consultants to ensure the prevention of fraud and 

crime is monitored; ensuring a safe workplace for all. 

Generally applicable rights plus the 

right to object 

Compliance with our statutory duties and other 

legal obligations 

Legal obligation. Given the nature of our industry, there are a number of legislative 

provisions with which we are legally obliged to comply. 

Generally applicable rights 

Reporting on and addressing health and safety 

issues 

Legitimate interest. It is in our interests and our employees, contractors and 

consultants’ interests to report on and ensure the health and safety of all employees, 

including work allocation and retention. 

Generally applicable rights plus the 

right to object 

Risk Management Legitimate interest. It is in our interests to take measures to ensure any internal or 

external risks to the business can be avoided or minimised as relevant. 

Generally applicable rights plus the 

right to object 

For continuous improvement and promotion of 

the bank and pursuit of business development 

activities 

Legitimate interest. It is in our interests to ensure ongoing business development and 

recognition in our industry, as well as and maintaining awareness of employee 

engagement and ensuring our continual improvement in maintaining industry and 

alumni connections. 

 

Generally applicable rights plus the 

right to object 



 

 

Recruitment decisions and right to work checks Contractual necessity, legal obligation and legitimate interest. It is in our interests to 

evaluate whether you have the necessary skills and qualities to perform the relevant 

role, as well as to ensure that those who work for us have the right to work for us in 

the relevant country. 

Generally applicable rights plus the 

right to object 

Use of sensitive Personal Data to assist in: 

• making reasonable adjustments to 

working conditions; 

• conducting due diligence checks; 

• monitoring equal opportunities data; 

• investigating discrimination claims or 

misconduct; or 

• processing trade union memberships. 

With your express consent. Where any such information is volunteered, its use 

ensures our continual improvement as a business by maintaining employee health 

and wellness, ensuring equal opportunities and the protection of your interests in 

respect of discrimination and enabling the administration of your trade union 

membership pre-tax payments.  

Generally applicable rights plus the 

right to withdraw consent 

 

*Generally applicable rights are the right to be informed, the right to access, the right to rectification, right to erasure, right to restriction and rights in relation to automated 

decision making. 

 

 


